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Abstract

This paper discusses the possibilities of integrating cloud-based IoT with telemedicine as the ways to advance the
healthcare industry performance and change its context for the better. This paper aims at exploring how these
technologies can be integrated to enhance the existing solutions to the present problems of health care access, patient
interactions and use of analytical data in practices. Possible ways in which [oT devices and cloud technology can enhance
patient care and assist clinicians in their process of arriving at diagnoses are problems that the research seeks to
uncover. The method used is a qualitative systematic review of prior studies related to telemedicine, IoT, and cloud
computing, accompanied by a thematic analysis to reveal emerging patterns and the gaps in the literature examined in
the study. The new model “Telemedicine Integration with Cloud-Based IoT,” was categorized thematically by
differentiation of real-time severity, data privacy, patient interaction and technological difficulties. This model considers
layers for acquiring IoT data, storing and analysis, a healthcare remote interface, a machine learning based analytics,
and security, which offer a holistic way to enhance healthcare services. Real-time [oT, cloud-based storage, Al for early
diagnosis, secure telemedicine platforms, data protection, and complete os compatibility. Based on this study, the
authors posited that the convergence of IoT and cloud is capable of redesigning telemedicine by delivering better
quality, efficient, and accessible healthcare solutions. However, they lack socio-economic factors for example, the
feasibility cost for implementing it for the health companies and difficulties faced by the patient in the less-developed
regions. The main limitation observed in the current research is related to the barriers hindering its implementation
and future studies are suggested to address these challenges by exploring improved cost-effective approaches to
overcome these and other barriers and analysing the issue of data security and patients’ privacy regulation. Studies
should also aim at the long-term implications on the user satisfaction in order to introduce or show the long term
positive and negative effects of cloud [oTs in telemedicine.

Keywords: Telemedicine; Cloud-Based IoT; Systematic Literature Review; Thematic Analysis; Remote Monitoring; Al-
Driven Analytics; Data Security; Healthcare Accessibility; Interoperability; Digital Health Solutions.

1. Introduction

Telemedicine as an advancement of technology in medical field has brought about the dynamic of healthcare service
provision where diagnosis, consultation and monitoring of patients are done remotely. Over the years, the growth in
development of cloud computing and rendering healthcare service has triggered new ways in the delivery of medical
services especially in the evolvement of telemedicine [40]. The nexus of internet of things (IoT) and telemedicine has
become necessary to provide new solutions to overcome distance barriers and enabling the needed assistance to
improve efficiency of health service delivery. According to World Health Organization [59], “telemedicine is the
provision health services by healthcare practitioners using information and communication technologies in sharing
valid information on diagnosis, treatment and disease prevention and injury, research and evaluation where distance is
barrier and to enhance continuous education of medical professionals with the objective of protecting the health of
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individuals and communities at large ([3]and [7])”. Therefore, the innovation of telemedicine is a proficient tool in
improving and providing healthcare access to the remote areas. The integration of the telemedicine with Internet of
Things (IoT) became prominent and attracting attention as demand for healthcare solutions grows with advancement
of technology in health industry [45]. This has allowed for effective healthcare service delivery by enabling an
unprecedented scale of real-time monitoring of patients, data processing and evaluation. For instance, the limitations
of the traditional healthcare system were seen during the COVID-19 pandemic and other global health crises which
emphasized the important of alternative remote healthcare solutions as component of Internet of Things (IoT) [17].

On the other hand, Internet of Things is the interconnectivity of devices embedded with sensors, software with other
technologies to interact and exchange information with other system devices over the internet ([3]and [7]). Applicable
in the healthcare professional are devices likes health monitoring system that collect and transmit data of patient in
real-time. Cloud-based solutions perform calculations and make storage capability necessary to process a large amount
of data and difficult computations needs of effective telemedicine solutions [45].

The combining effect of telemedicine with Cloud-based internet of things (IoT) system provides a new dimension of
healthcare service provision with efficient and proactive care [3]. Example, Internet of Things (IoT) equipment can
monitor a vital sign in patient and transfer information to the cloud server where it is process in real-time [46]. Hence,
it enables healthcare providers to detect abnormal situations such as potential health issues which is about occur and
make decision with timely interventions. The integration allows for real-time health service, such integration offers the
potential to enhance healthcare delivery by enabling real-time monitoring, data analysis, and patient management on
an unprecedented scale [55]. However, the challenges associated with effectively merging telemedicine with Cloud-
Based IoT systems remain substantial, necessitating further exploration and development. Hence, this study aims to
examine how Cloud-Based Internet of Things can enhance telemedicine services, providing a comprehensive patient
monitoring, real-time data processing and remote diagnose capabilities

1.1. Statement of Problem

The remote medical consultations and patients monitoring has become widely embrace with the evolution of healthcare
technology which has made telemedicine a concept that is crucial in medical profession [44]. However, the connection
of the concepts of Cloud-Based Internet of Things (IoT) system with telemedicine has not been widely explore which in
essence is limiting the effectiveness of real-time health service delivery.

Consequently, the advantages of combing the Cloud-Based Internet of Things (IoT) with telemedicine has not been
deployed to help eliminate the obstacle face by healthcare providers such as privacy and data security, compatibility
and conformity issues, and real-time healthcare service delivery which prevent has been impeding the success of full
telemedicine deployment ([19]; [30]). For instance, ensuring that during that data is secured from unauthorized users
and cyberattack during process of transferring sensitive patients’ information through a computer device and cloud
networks is one of the major challenges confronting telemedicine solutions [2].

Again, the problem of standardizations in various Internet of Things (IoT) instrument and telemedicine channels
resulted in interoperability consequences, rendering difficulties in integrating different systems with ease [8].
Therefore, inconsistency and accuracy of an appropriate patient care services is hindered. There is a problem of
scalability as demands for healthcare services grows in response to the global health crisis such as the outbreak of
COVID-19 pandemic which raised the needs for scalability of telemedicine solution to contain the increasing amount of
data and patients’ interactions [21]. The ineffectiveness and inadequate level of scalability effort in the current system
reduces the quality of healthcare services provided.

Further, deficit in infrastructure is a militated factor against the progress of real-time processing of data delaying the
process of decision making which is crucial in health service delivery [1]. It is important to note that the real time online
healthcare service delivery requires accurate monitoring and on-time intervention. Hence, the challenges confronting
the process must be given attention to enable the advantages of telemedicine integrating with Cloud-Based Internet of
Things to be realized and prevent the fragmented care currently experience globally, so that healthcare professionals
will be more efficient in attaining the goal of promoting healthcare accessibility through technology advancement [13].

Against the foregoing, this study attempts to examine how Cloud-Based Internet of Things can enhance telemedicine
services, providing a comprehensive patient monitoring, real-time data processing and remote diagnose capabilities.
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2. Literature review

2.1. Overview of Telemedicine

Telemedicine is an advancement of technology in medical field has brought about the dynamic of healthcare service
provision where diagnosis, consultation and monitoring of patients are done remotely. It refers to the remote provision
of healthcare services through communication technology, allowing patients to obtain care irrespective of their
geographical location [31]. This concept enables physicians to conduct virtual consultations with patients making use
of live videoss, captured images or emails, while obtaining information pertinent to the patient's condition [37]. The
emergence of telemedicine has been driven by technology innovations, while the notion has been in existence for
decades. It was originally utilised to deliver healthcare in rural regions with a shortage of medical experts [37].
Telemedicine has progressively developed to include multiple facets of healthcare delivery, ranging from consultations
to real-time monitoring [33]. Over the years, the growth in development of cloud computing and rendering healthcare
service has triggered new ways in the delivery of medical services especially in the evolvement of telemedicine [40].
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Source: Jaya et al. (2023)
Figure 1 Conceptual Model of Telemedicine

2.2. Role of IoT in Telemedicine

Internet of Things is the interconnectivity of devices embedded with sensors, software with other technologies to
interact and exchange information with other system devices over the internet. Applicable in the healthcare
professional are devices likes health monitoring system that collect and transmit data of patient in real-time. Cloud-
based solutions perform calculations and make storage capability necessary to process a large amount of data and
difficult computations needs of effective telemedicine solutions. The nexus of internet of things (IoT) and telemedicine
has become necessary to provide new solutions to overcome distance barriers and enabling the needed assistance to
improve efficiency of health service delivery.

According to World Health Organization [59], “telemedicine is the provision health services by healthcare practitioners
using information and communication technologies in sharing valid information on diagnosis, treatment and disease
prevention and injury, research and evaluation where distance is barrier and to enhance continuous education of
medical professionals with the objective of protecting the health of individuals and communities at large”. Therefore,
the innovation of telemedicine is a proficient tool in improving and providing healthcare access to the remote areas.
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Figure 2 Concept of Internet of Things

The integration of the telemedicine with Internet of Things (IoT) became prominent and attracting attention as demand
for healthcare solutions grows with advancement of technology in health industry. This has allowed for effective
healthcare service delivery by enabling an unprecedented scale of real-time monitoring of patients, data processing and
evaluation. For instance, the limitations of the traditional healthcare system were seen during the COVID-19 pandemic
and other global health crises which emphasized the important of alternative remote healthcare solutions as component
of Internet of Things (IoT). The COVID-19 pandemic pushed the spread of telemedicine globally, driving healthcare
systems to rely more on digital platforms to avoid the hazards of in-person consultations. For example, in Latin America,
the pandemic signaled a dramatic movement toward telemedicine, overcoming the limits of traditional healthcare
systems [33]. Similarly, in the United States, telemedicine grew swiftly in response to legislative relaxations and
technology improvements during the pandemic [23].

Health
Data

Monitoring

Source: Darbandi et al. (2022)
Figure 3 Steps of Medical-Internet of Things

2.3. Cloud-Based IoT Data Warehousing

Cloud-Based IoT refers to the integration between the Internet of Things and cloud computing. The concept has been
an emerging technology as they have been seen as entities capable of complementing each other’s abilities. This concept
involves the synergism between man, machines, objects, devices, applications and software, communicating with each
other with the help of the internet. The combining effect of telemedicine with Cloud-based internet of things (I1oT)
system provides a new dimension of healthcare service provision with efficient and proactive care. Example, Internet
of Things (IoT) equipment can monitor a vital sign in patient and transfer information to the cloud server where it is
process in real-time. Hence, it enables healthcare providers to detect abnormal situations such as potential health issues
which is about occur and make decision with timely interventions. The integration allows for real-time health service.
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Such integration offers the potential to enhance healthcare delivery by enabling real-time monitoring, data analysis, and
patient management on an unprecedented scale. These mean easy accessibility to better health with reduced cost in
terms of time and money and faster tracking of health improvement for future reference. However, the challenges
associated with effectively merging telemedicine with Cloud-Based IoT systems remain substantial, necessitating
further exploration and development.

Benefits of
loT-Cloud-
based
c-health
System

Source: Butpheng et al. (2020)
Figure 4 The Benefits of Internet of Things (Iot)-Cloud-Based in Health Systems

2.4. Definitions and Fundamental Components

2.4.1.  IoT (Internet of Things)

The Internet of Things (IoT) refers to a system of interrelated devices, sensors, software, and other technologies that
connect and share data via the internet. These "things" can vary from everyday household objects like smart
refrigerators and wearables to industrial gear and healthcare gadgets. The key aspect of [oT is its ability to gather, share,
and analyze data in real-time, enabling the automation of processes and improving decision-making efficiency ([3]; [10];

[9D).

The Internet of things (IoT) began in 1959 but the greatest progress in this subject was noticed in the recent 8-10 years.
Telemedicine has been employed in the treatment of cardiac disorders, injuries, and diabetes [36]. The key benefit of
[oT is that it is necessary to access information and it helps to avoid an emergency. People are more than willing to
monitor and control their health at home due to their hectic lifestyles. Internet of things (IoT) devices is aimed for
remote monitoring in the healthcare sector, to keep the patient safe and healthy, and to empower the medical
practitioner to offer timely care to the patients [19]. It has boosted patient satisfaction as inter actions with doctors
have become easier and more efficient. ([9]; [12]). Furthermore, remote monitoring of patient’s health helps to reduce
the trips to the hospital and keep track of patient health records. [oT also has a big impact on reducing healthcare
expenses and increasing treatment outcomes ([11]; [16]).

2.4.2. Fundamental Components of IoT

Sensors and Actuators: These are physical devices embedded in objects that collect data from the environment. Sensors
assess various factors such as temperature, humidity, and motion, whereas actuators conduct particular actions in
reaction to incoming data, such as setting a thermostat ([4]; [19]).

Connectivity: The acquired data from sensors is communicated over networks like Wi-Fi, Bluetooth, 4G/5G, or Zigbee
to cloud platforms or other devices for further processing ([7]; [19]) Connectivity facilitates seamless communication
between devices and systems.

Data Processing: Once the data is transferred, it needs to be analysed to provide useful insights. This is often done on

cloud platforms where huge amounts of data are examined and stored. Advanced data analytics and artificial
intelligence (AI) are commonly applied at this stage to boost automation and predictive capabilities ([10]; [19]).
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User Interface: The processed data is made visible to users through dashboards, applications, or automated reports,
allowing them to engage with and operate their [oT devices remotely ([9]; [19]).

2.4.3. Cloud Computing

Cloud computing is important to the operation of 10T, as it provides scalable resources for data storage, processing, and
management. This integration of IoT with cloud computing enables for real-time monitoring, predictive analytics, and
seamless scalability of [oT services, which is particularly valuable in areas like healthcare, manufacturing, and smart
cities ([11; [19]).

Role of Cloud Computing in [oT

Cloud computing plays a vital role in the architecture and functionality of the Internet of Things (IoT). It provides the
infrastructure necessary for the storing, processing, and administration of massive amounts of data created by loT
devices ([19]; Harris, 2023). The real-time processing capability of cloud platforms allows IoT devices to undertake
complicated activities without the need for expensive and high-performance hardware at the user end ([3]; [32])

One of the key advantages of cloud computing in [oT is scalability. Cloud platforms such as Amazon Web Services (AWS),
Microsoft Azure, and Google Cloud offer scalable resources, ensuring that IoT systems can accept enormous datasets
and a growing number of devices without performance degradation ([4]). This flexibility is particularly significant in
healthcare and telemedicine, where [oT applications generally require real-time data processing and uninterrupted
services ([7]; [34]).

Another crucial issue is data storage and accessibility. Cloud-based IoT offers centralized storage, where the data
collected from sensors and devices is transported to the cloud for analysis. This allows healthcare providers and
organizations to access and share patient data across different locations, promoting more efficient remote monitoring
and collaboration among medical teams ([10]; [47]).

Additionally, cloud platforms give enhanced analytics and artificial intelligence (AI) capabilities. By integrating Al and
machine learning, cloud computing boosts [oT applications by enabling predictive analytics, pattern recognition, and
data-driven insights, which are crucial for early diagnosis, decision-making, and individualised treatment plans ([38];

[56]).

Cloud security measures, including encryption and access control, further strengthen the protection of sensitive IoT
data, guaranteeing compliance with healthcare standards such as the Health Insurance Portability and Accountability
Act (HIPAA) in the U.S. ([11]; [54])

Furthermore, cloud-based computing provides simplicity of usage and cost savings. [oT-cloud-based e-Health systems
are easily embraced by consumers as they only demand clicks on wearable devices, basic input interactions using
smartphone applications or simply wearing sensors and allowing the systems to collect data automatically ([11]; [29];
[35]). IoT-cloud-based e-Health systems can integrate multiple technologies to promote efficiency, cut waste and drive
down costs. Moreover, they may scale up or down fast based on demand and they allow health systems to pay-as-they
use ([7]; [25], [28]; [32])- Increased Physician Involvement: in IoT-cloud-based e-Health systems physicians can get
patient health data in real-time and remotely. This enables them to monitor more patients wearing sensors, enhance
outcomes and even engage in telemedicine under specific situations ([3]; [14]; [28]; [34]; [37]).

Another crucial factor is Accessibility and availability and efficient health resources management. In [oT-cloud-based e-
Health systems patients, caregivers and healthcare professionals can access e-Health data or services anytime,
anywhere by using cloud computing servers or web servers ([3]; [10]; [14]; [29]; Rasool et al., 2023). loT-cloud-based
e-Health systems guarantee patients have access to personal data so they can learn about their health state. They also
allow clinicians to monitor patient health effectively and efficiently and govern the allocation and use of health resources
precisely ([3]; [14]; [28])

Fundamentals of Cloud-Based [oT

Cloud-based Internet of Things (IoT) solutions are crucial to current digital health and telemedicine. These systems
provide efficient data collecting, storage, real-time processing, and scalability, making them vital for remote healthcare
and patient monitoring. The integration of IoT with cloud computing boosts the performance and usefulness of
telemedicine systems, giving better flexibility and resource optimization ([20]; [27]and [33]).
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e Data Collection and Storage

In cloud-based IoT systems, data gathering is primarily performed by sensors and devices that monitor various
characteristics such as heart rate, blood pressure, or environmental variables. These sensors are embedded in wearable
gadgets, home health monitoring equipment, or other IoT-enabled solutions. The data generated by these devices is
continuously transferred to cloud storage via secure internet connections ([27]and [32]).

Cloud storage plays a key role in storing enormous amounts of unstructured data in real time. Unlike traditional data
storage methods, cloud-based storage systems can scale easily to meet growing datasets. Cloud platforms like AWS,
Microsoft Azure, and Google Cloud provide safe, redundant storage solutions that ensure data is available to healthcare
practitioners and researchers at any time ([4]; [24][27]). Cloud systems also offer automated backups and disaster
recovery, boosting the reliability and security of sensitive patient information ([9]; [11], [12]).

e Real-Time Data Processing

Real-time data processing is one of the main advantages of integrating loT with cloud computing. Once the data is
acquired by IoT devices and stored in the cloud, cloud-based systems can rapidly evaluate and process the data to
deliver actionable insights. For instance, real-time data analytics enable healthcare providers to recognise anomalies,
such as irregular heartbeats or abnormal glucose levels, and intervene swiftly [[10] and [29]].

Cloud-based IoT systems employ advanced analytics techniques, including artificial intelligence (Al) and machine
learning (ML), to enhance decision-making and deliver predictive analytics. For example, an Al-powered cloud system
can find trends in patient data and predict possible health hazards, allowing healthcare professionals to give preventive
care [[10] and [12]]. This real-time processing not only saves the time between diagnosis and treatment but also
enhances the overall quality of care.

e Scalability and Flexibility

Scalability and flexibility are significant features of cloud-based IoT systems. In healthcare, where patient data volumes
are continuously expanding, cloud platforms offer the required capabilities to manage massive datasets without
performance deterioration ([9]; [14] and [23]). Cloud providers offer on-demand scaling, which allows healthcare
organisations to expand or reduce their processing power and storage capacity as needed, avoiding the need for costly
infrastructure upgrades.

This scalability also extends to the amount of [oT devices linked to the network. As healthcare providers integrate more
devices, such as new wearables or home monitoring systems, cloud platforms can readily accommodate the added load.
Furthermore, the versatility of cloud-based IoT systems allows them to adapt to varied healthcare settings, from small
clinics to huge hospitals, making them highly versatile in different medical situations ([23] and [25]).

Cloud platforms also offer multi-device and multi-platform integration, ensuring that healthcare providers can monitor
patients remotely across numerous devices, enhancing the accessibility and delivery of healthcare services.

2.5. Advantages of Integration

The integration of cloud-based IoT with telemedicine delivers several benefits, boosting healthcare delivery through
improved patient outcomes, operational efficiency, and the scalability of services. These developments not only make
healthcare more accessible but also enhance the long-term viability of telemedicine in varied healthcare settings ([16];
[49], [51]).

2.5.1. Improved Patient Outcomes

e Early Detection and Intervention
Cloud-based IoT solutions offer continuous patient monitoring, enabling the early discovery of health problems.
Wearable technologies and sensors track vital indicators in real-time, while advanced algorithms examine the data to
identify potential dangers ([3]; [52]and [54]). For example, individuals with cardiac issues may receive real-time alerts

if aberrant rhythms are identified, allowing for quick medical action. Early identification lessens the risk of
complications and reduces hospitalizations, thus improving long-term patient outcomes.
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e Enhanced Patient Engagement and Compliance

Integrating IoT with telemedicine promotes patient involvement by delivering real-time feedback and individualised
health information. Patients can monitor their own vital signs using connected gadgets and smartphone apps,
establishing a sense of ownership over their health ([54],[58]). Additionally, individualised reminders for medication
adherence, food, or physical exercise, provided via telemedicine platforms, promote compliance with treatment
programs. Studies have demonstrated that more patient engagement leads to better health outcomes and enhanced
quality of life ([7]; [9]; [14] and [19]).

2.5.2. Operational Efficiency

e Streamlined Workflows

Cloud-based IoT solutions simplify operational workflows by automating common tasks such as data collecting,
reporting, and scheduling. Healthcare providers can access patient data in real-time through connected dashboards,
minimising the time spent on administrative activities and focusing more on patient care ([58] and [59]). Automation
of diagnostic data transmission from wearables or home monitoring devices to the healthcare practitioner also removes
human data entry, minimising errors and enhancing accuracy [42].

e Cost Savings Through Reduced Hospital Visits

By providing continuous remote monitoring, cloud-based IoT minimises the need for in-person visits, cutting healthcare
expenses for both patients and providers [[9]; [12]; [23]]- Telemedicine technologies allow for early interventions and
remote diagnostics, eliminating unnecessary hospital stays and emergency department visits. For chronic illness care,
this results in significant cost savings, since patients can be followed remotely and treated proactively before issues
emerge ([57]; and [59]). Additionally, the reduced demand for physical infrastructure helps healthcare firms’ lower
operational expenses.

2.5.3. Scalability and Accessibility

e Broader Reach of Telemedicine Services

Cloud-based IoT boosts the scalability of telemedicine services by allowing healthcare providers to extend their reach
beyond geographical borders. This is particularly advantageous for rural and underdeveloped areas where access to
healthcare is limited. With telemedicine platforms integrated into IoT systems, healthcare professionals may monitor
and treat a bigger number of patients remotely without needing to expand physical facilities. This broadens access to
healthcare services, making it easier for patients to receive timely care ([43]; [49]and [61]).

e Adaptability to Various Healthcare Settings

The versatility of cloud-based IoT allows it to be easily adapted to varied healthcare environments, from small clinics to
huge hospitals. Healthcare practitioners can tailor 10T solutions depending on their specific needs, enabling easy
interaction with existing telemedicine platforms and electronic health records ([43]; [49]and [61]). This versatility
supports a wide range of healthcare applications, including primary care, mental health services, chronic illness
management, and post-operative follow-up, making it a versatile solution across many medical sectors. ([32]and [35]).
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Table 1 Summary of Literature Review

Author

Description of the Study

Limitation of the Study

Adopted Method

Conclusion

Islam et al

The study presents an

The study acknowledges

The research employs a combination

The researcher presented an integrated

with the Internet of Things
(IoT) to enhance the treatment
and management of the COVID-
19 pandemic. It emphasizes the
role of IoT in healthcare
systems for early detection,

analyze the impact of 10T in
managing COVID-19. Hence,
analysing periods before
COVID-19 will help to
differentiate better the impact
of [oT on COVID-19

articles related to [oT and its impact on
managing COVID-19.

(2023) Integrated Scalable Framework | limitations in the use of smart | of  literature  review, system | framework for green healthcare and use
for Cloud and IoT Based Green | devices with in-built sensors | architecture design, implementation, | cutting-edge technology to make an
Healthcare Systems. It focuses | instead of individual, single- | simulation, and optimization | interactive user interface and also ensure
on utilizing IoT devices and | purpose sensors. This choice | techniques to evaluate the proposed | the system’s scalability and performance
cloud infrastructure to facilitate | affected the precision of the | framework. It also includes | ratio with interface designed and
remote patient monitoring, | experiments and the accuracy | experimental data to analyze the | developed for patients and doctors, where
enhance healthcare service | of the data collected. The | energy efficiency of the system and | patients can send their healthcare data
delivery and promote energy | authors suggest that using | discusses potential enhancements for | using wearable sensors, and doctors can
efficiency in healthcare systems. | dedicated sensors would have | greener operations. receive those data in real-time.
The framework aims to reduce | improved the demonstration
costs and improve inter-system | of wireless technologies and
compatibility while addressing | communication protocols, as
the  challenges of data | well as simplified energy
availability  particularly in | efficiency calculations.
developing countries.

Lakshimi et | The study discusses a cloud- | This study only focused on | The proposed system utilizes | Patient physiologic data such as heart rate,

al. (2021) based Internet of Things (IoT) | proposing cloud-based 10T | wearable sensors, a lightweight IoT | breathing, elevated temperature, and
healthcare system for remote | healthcare sensors to | hub, mobile applications and machine | stress levels are measured using sensors
patient monitoring, particularly | formulate patient monitoring | learning tools for data classification | and can be sent via a Wi-Fi device to the
in the context of COVID-19. It | remotely and do not | and analysis. cloud. This healthcare practitioner will
highlights the use of wearable | strengthen research study analyse medical data to ensure effective
sensors to monitor vital health | with primary and secondary therapy. The video function may be
parameters and the integration | data which could be used to incorporated into future face-to-face
of various IoT devices for data | support the model built. consultations between doctors and
collection and analysis patients.

Darbandi et | This study explores the | This study only focused on the | This study employs a literature-based | The findings indicated that the utilisation

al. (2022) integration of cloud computing | use of literature review to | research approach, analyzing existing | of IoT technologies, including drones and

robots, has proven effective in minimising
patient interaction and detecting illness
signs. Furthermore, they demonstrated
that IoT wearable devices and the cloud
platform for storing patient information
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prevention, and patient care
during the pandemic

have facilitated physicians in monitoring
the patient's status.

Butpheng et

This study reviews research

The study highlights that the

The study employs a systematic

The Internet possesses the capacity to

al. (2020) from 2017 to 2020, focusing on | adoption of IoT in healthcare, | literature review to analyze existing | safeguard consumers against detriment
the integration of IoT devices | especially in  developing | frameworks and identify key | and enable them to engage
and cloud computing in e- | countries, is still in its early | limitations in the healthcare sector | comprehensively in informed health-
Health systems. It examines | stages, indicating a need for | regarding privacy by design. related  decision-making. Primarily,
various perspectives related to | further research greater degrees of e-Health integration
security and privacy within reduce the likelihood of encountering
these systems. inaccurate material online. The researcher
submitted that the integration of IoT-
based e-Health systems with intelligent
technologies like cloud computing, which
provide advanced aims and applications, is
a potential future trend.
Sreelekshmi This research explores the | The methodology adopted | The study employed a comprehensive | The submitted that Al is capable of
etal (2023) integration of Artificial | which focused only on | literature review, case studies, and | enhancing IoT-based healthcare systems,

Intelligence (AI) within Internet
of Things (1oT) frameworks in

literature review is limited in
scope and deep insight as

statistical analysis to identify trends
and validate hypotheses regarding Al's

facilitating the development of more
personalised, efficient and accessible

healthcare, focusing on | using other relevant | impact on [oT healthcare systems healthcare solutions.
enhancing patient care, | secondary data sources will
diagnosis, and  treatment | strengthen the research
through technological | findings.
advancements.
Auwal (2023) | This research investigates the | This study is limited to usinga | A qualitative research approach was | The analysis of this study reveals that [oT-
integration of Internet of Things | qualitative research approach | employed, utilizing in-depth | enabled remote patient monitoring
(IoT) devices in telemedicine, | which could limit the scope of | interviews and content analysis to | substantially improves patient care by
focusing on their role in remote | the study gather insights from healthcare | enabling prompt interventions and
patient monitoring and data practitioners and patients engaged | decreasing hospital admissions, thereby
transmission. It aims to explore with IoT-powered telemedicine enhancing healthcare outcomes and
the benefits, challenges and underscoring the efficacy of loT-powered
user satisfaction associated remote patient monitoring concerning
with IoT-powered telemedicine healthcare results.
solutions.
Kumar and | The study explores the | The study primarily focuses | The study employs a literature review | The convergence of IoT and cloud-based
Ganesh transformative impact of the | on the technological benefits | approach, analyzing existing case | telemedicine applications has significantly
(2024) Internet of Things (IoT) and | of [oT and cloud computing in | studies and research findings related | changed healthcare delivery and access.

cloud computing on

telemedicine without

to IoT and cloud computing in

The integration of these technologies has
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telemedicine. It discusses how
these technologies facilitate
continuous remote monitoring,
real-time data collection, and
improved patient engagement,
ultimately leading to better
healthcare outcomes

extensively addressing socio-

economic factors such as
implementation costs for
healthcare  providers or
accessibility challenges for

patients in low-income
regions. This study also lacks a
detailed investigation of long-

telemedicine to draw conclusions
about their effectiveness and
challenges.

empowered healthcare providers with
real-time data insights and improved
patient care. However, it emphasizes the
need for robust security measures and
interoperability among devices and
platforms to address existing challenges.

term outcomes and user
experiences with  these
methods.
Haleem The study discusses the | The study may  have | The authors conducted a literature | The study concludes that biosensors have
(2021) applications of biosensors in the | limitations related to the | review to gather and synthesize | significant potential in the medical field,
medical field, focusing on their | scope of biosensor | existing research on biosensors and | offering rapid, accurate, and cost-effective
design, operation, and | applications, potential biases | their applications in healthcare, | diagnostic  solutions. ©~The authors
implementation for | in the selection of studies | particularly during the COVID-19 | emphasize the need for further research
biomolecular  analysis. It | reviewed, and the rapid | pandemic. and development to enhance the
highlights the significance of | evolution of technology that capabilities and accessibility of biosensor
biosensors in  diagnosing | may not be fully captured in technologies.
diseases, including their role in | the analysis.
personalized medicine,
particularly in the context of
COVID-19
This study focuses on the | The study acknowledges | The methodology involves a three- | The study concludes that the proposed
Lakshmi development of a cloud-based | potential limitations related to | stage architecture consisting of data | healthcare = monitoring system can
(2021) IoT healthcare system designed | self-diagnosis by patients, | processing model which handles the | significantly improve patient care by

for remote patient monitoring.
It emphasizes the integration of
wearable sensors and cloud
technology to facilitate real-
time health monitoring and data
analysis. The system aims to

enhance patient care by
allowing healthcare
professionals to monitor
patients remotely, thus
improving the efficiency of
healthcare delivery and
reducing complications

which can be hazardous. It
emphasizes the importance of
having healthcare
professionals monitor sensor
data to ensure accurate
diagnoses and timely
interventions.  Additionally,
the reliance on technology
may pose challenges in terms
of data security and privacy,
although  measures  are
mentioned to protect patient
information

processing of incoming data from
sensors. The Sensor Module which
collects health data from patients
using various sensors and the data
analysis in which the collected data to
provide insights and alerts to
healthcare providers

enabling remote monitoring and timely
interventions. It highlights the potential
for integrating various sensors and
devices into a compact unit, making it
easier for patients to carry and use. The
system's design aims to enhance the
quality of healthcare services, especially in
light of challenges posed by situations like
the COVID-19 pandemic
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associated with delayed
treatment
Yu and Zhou | This study explores the | This study focused on | The study employs a combination of | The research concludes that the proposed
(2021) architecture and | modeling a cloud based IoT | theoretical exploration and practical | cloud convergence health IoT architecture
implementation technologies of | and not necessarily | implementation. It utilizes cloud | significantly optimizes user experience
health [oT, focusing on | strengthen findings with | computing, wireless communication, | and enhances the connection between
integrating various | primary data to get better | and physiological signal sensors to | health IoT applications and users. It

communication technologies to
enhance user experience. It
covers aspects such as cloud
fusion health IoT architecture,
multimodal information
acquisition, and emotional
perception in health [oT

insights.

create a health monitoring system.
Additionally, it incorporates machine
learning techniques, such as migration
learning and continuous conditional
random fields, for emotion data
labeling and classification

emphasizes the importance of integrating
various technologies to improve health
monitoring and emotional interaction
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Cloud
computing

internet of
Things (loT)

Figure 5 IoT-Telemedicine Model

Source: Butpheng et al. (2020)
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Figure 6 Telemedicine Integration with Cloud-Based IoT Model

Source: Authors’ Computation, 2024

The figure 7 above reveals the major constituent of The Telemedicine Integration with Cloud-Based loT Model, which
are integrated to enable holistic patients’ monitoring, data processing and distant diagnosis [27]. These four
considerations may be viewed as constituting the layers of the conceived model: Each of the layers improves the
applicability and efficiency of telemedicine by integrating IoT devices, cloud and Al analytics. The detailed explanation
about how these layers work into a typical telemedicine system in accordance to the analytical assertiveness of the
proposed model is explained below;

IoT Data Acquisition Layer: This layer is the foundation of the model, responsible for collecting real-time data from

patients through various loT-enabled devices such as wearable sensors, home-based monitors, and other smart health
devices [9]. These devices continuously track vital signs like heart rate, blood pressure, glucose levels, and more. This
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data is transmitted securely via encrypted, low-latency communication protocols to the cloud, ensuring that healthcare
providers receive accurate and up-to-date patient information.

Cloud Data Storage and Analytics Layer: Once data is collected, Data collected is stored in a scalable cloud-based data
warehouse that can hold enormous amount of health information data [14]. The adoption of EHRs guarantees that
current developments are supported by historical information obtained from patients. But in this layer, some details
involve artificial intelligence analytics. It takes the data to work with algorithms for health predictions, any
abnormalities such as heart rates or blood sugar levels are identified. Data processing is also real-time on the cloud
infrastructure for passing tangible feedback from the system to the healthcare providers and patients (Ramesh et al,
2021).

Telemedicine Interface and Application Layer: In this layer, care providers and consumers of the health services
communicate directly with the telemedicine system [27]. Tele-consultations services include video consults, messages,
and apps so that patients can meet with their healthcare providers without going to the clinic. For improved and
actionable decision-making, many technologies leveraging the concept of Al provide diagnostic suggestions and read
alerts from databases in real-time or archived. There also constant interaction between the patient and the service
provider which allows the modification of the treatment plans because of new information. Moreover, patients are
engaged in their care by having the self-management tools available where one can view one’s information, track a
health plan’s progress, and receive caregiver instructions.

Al-Powered Predictive Analysis: Al is used in this model to support analytic processing of real time and historical data
for the purpose of making predictions [27]. Identify possible abnormalities, including minute manifestations of
arrhythmia or other life-threatening illness signs, as well as predict health risks including heart attacks. These all-
artificial intelligent based suggestions assist the healthcare providers by providing diagnostic advice, which can be
crucial during telemedicine consultation sessions to timely intervene effectively [5].

Security and Privacy: Since health information is highly sensitive, there are two primary requirements, namely security
and privacy [9]. To enhance security of the patient’s information, the model uses encrypted mechanism throughout to
secure the data in transit and at rest. The design also ensures that the app conforms to health care data protection laws
including the HIPAA and the GDPR ([15]and [53]). Had patient consent and all the access control mechanisms will
ensure that no person will have a full control of the data belonging to another person hence his/her privacy will always
be protected.

Integration and Interoperability: To make its functioning possible it is going to be necessary to integrate and interact
with multiple IoT health devices [27]. This layer provides compatibility in the essential devices hence an effective
processing and analysis of data from various types of sensors. Rules of converting and sharing health data include HL.7
or FHIR to standardize health data for convenient use in different platforms. The system also has a synchronization
mechanism that enables, instant updating of the patient records in the EHRs after changes or updates in the health
status of the patient have been noted [50].

3. Research Methodology

3.1. Research Design

The qualitative approach is used to underpin the study and the design of the research is more exploratory in kind. Since
the area of interest, IoT and cloud computing in telemedicine is still relatively unexplored, this research opts for a
systematic literature review to capture existing data regarding the field. Thematic analysis is then used alongside review
of existing literature to make categorizations thus enabling the formulation of new conceptual model.

3.2. Systematic Literature Review (SLR)

A systematic literature review was favored for the data gathering process because of its systematic and orderly nature.
The SLR method is used to find suitable literature, its quality, and to extract the findings. In the present review, there
was a major emphasis on [oT, cloud computing, and telemedicine, and all the articles included were published between
2021 and 2024 to catch the most recent technological developments. The following steps were taken during the SLR
process:
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Defining Research Questions: The research questions attempt to examine how Cloud-Based Internet of Things can
enhance telemedicine services, providing a comprehensive patient monitoring, real-time data processing and remote
diagnose capabilities.

Database Selection: Studies used in this paper were obtained from prominent research databases including but not
limited to PubMed, IEEE Xplore, Science Direct, and Google Scholar. The search involved some of the specialized
publishing areas in 10T, cloud computing, telemedicine, and advanced healthcare technologies.

Inclusion and Exclusion Criteria: The research papers were included if they are related IoT, cloud technologies, and
telemedicine applications for healthcare, data warehouse, patient monitoring and security aspects. Such publications
were excluded from this review if they were not located within the healthcare domain or if they were not based on
empirical evidence.

Data Extraction: Data including research aims and methods, results and constraints were obtained and synthesized for
analysis. The following themes were called out—time filter, security, analytics, and compatibility.

3.3. Thematic Analysis

After that, a thematic analysis was carried out in order to incorporate and analyses the data obtained during the SLR.
Thematic analysis is a technique for applying an organizing structure to qualitative data, by locating patterns (themes)
within such data. It has the advantage of the handling of large amount of qualitative data, which was crucial for
comparing cross sectional studies with the aim of discovering the emergent themes.

The thematic analysis was conducted in the following stages:

e Familiarization with Data: The data gathered from the literature review were analyzed in detail to identify the
general trends and challenges.

e Generating Initial Codes: The selected key terms and the ideas related to them were labeled with codes. Some
of the codes include RPM, Al diagnosis, data security, and communication.

e Searching for Themes: The codes were grouped into broader themes. The primary themes identified were [oT
for real-time patient monitoring; Cloud-based data warehousing and analytics; Al-driven predictive analysis;
Telemedicine applications and interfaces and Security and privacy concerns in healthcare

e Reviewing Themes: The identified themes were then analyzed to make certain that they supported the
objectives of the given research. Some themes were either merged together or rephrased for better
understanding.

e Defining and Naming Themes: Both the themes were conceptualised relative to their functionality within the
telemedicine design paradigm. The last themes was then used to build the proposed Telemedicine Integration
with Cloud-Based IoT Model.

3.4. Model Development

To design a framework, positive research findings from the literature review and the thematic analysis were employed
to create a conceptual model of telemedicine incorporating IoT and cloud computing. The model is designed to address
key gaps in telemedicine by leveraging the following features:

e JoT Data Acquisition Layer: Smartwatches and health fitness trackers gather health information in real-time.

e C(Cloud Data Storage and Analytics: A cloud capable solution for the management and analysis of patient
information that includes EHR.

o Al-Powered Predictive Analysis: Features include decision support systems that allow the identification of
potentially deadly diseases at their early stage and risk assessment.

o Telemedicine Interface: There is a clear concept of features that include web-based consultations, secure
messaging, and access to patient’s records.

e Security and Privacy Layer: Full encryption and legal requirements procedures make sure that particular
patient’s information is well protected from the outside world.

3.5. Data Collection Process

The present research did not entail collection of primacy data but was conducted using secondary data that entails the
collection of information from existing published literature. This approach offered a sound framework for analyzing
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how resources used in existing frameworks can be adapted for the enhancement of telemedicine. The choice of data
sources was influenced by the relevance, reliability and the timeliness of the information that was used.

4. Discussion of Results

This section provides a thematic analysis of the reviewed literature on the integration of Internet of Things (IoT), cloud
computing, biosensors, and Artificial Intelligence (AI) in the healthcare industry. To perform the analysis, this paper
synthesizes the results of several studies that examine the effects, the possible drawbacks, trajectory of development,
and outcomes of the technologies in question. The thematic analysis allows for giving a transparent picture of the key
patterns, research contributions, and limitations of previous empirical studies, as well as considering the possibilities
and challenges of developing the [oT-based healthcare system today.

4.1. IoT and Cloud Computing in Healthcare

The integration of IoT and cloud computing in healthcare has emerged as a major theme across several studies. It helps
the real-time accumulation of patient data to the monitoring of patients away from the respective healthcare facilities
and enhancement of health services. The empirical studies of Kumar and Ganesh (2024) and Lakshmi (2021), emphasize
the transformative impact of IoT and cloud computing on telemedicine. They include technologies that allow a constant
watch on the patient’s symptoms to avert severe complications or worse and death. Kumar and Ganesh (2024) identified
the role of [oT and cloud computing in providing real-time data insights that enhance patient care. This study indicates
that there are various technological benefits of the linkage of these systems including; patient involvement and constant
supervision. However, limitations in comparing its socio-economic approach to the existing conventional methods of
evaluating sustainable development in terms of implementation costs and access in poor areas where identified.
Similarly, Lakshmi (2021) identified some advantages of wearable sensors as well as Cloud technology with reference
to remote healthcare services while the study also reveals the possibility of some weaknesses such as patient self-
diagnosis and patient’s privacy.

Hence, based on the above study’s empirical findings, IoT and cloud computing significantly improve healthcare service
delivery by providing real-time access to patient data and facilitating remote monitoring. However, how to solve issues
of security, privacy and means of access across different socio—economic backgrounds.

4.2. The Role of Biosensors in Healthcare

Another major theme in the literature is the application of biosensors in healthcare for real-time patient monitoring and
diagnostics. Haleem (2021) explores the design and functionality of biosensors, particularly during the COVID-19
pandemic, highlighting their role in biomolecular analysis and disease diagnosis. This study emphasizes the importance
of biosensors in offering rapid, accurate and cost-effective diagnostic solutions, positioning them as critical tools in
personalized medicine. However, Haleem (2021) identified several limitations based on the lacked comprehensiveness
of biosensor applications and bias while selecting studies. Hence, it could be argued that the growing rate of innovations
in biosensor technologies is likely to have not been adequately addressed in the evaluation. Nonetheless, biosensors are
consistently portrayed as pivotal in enhancing the precision of healthcare delivery, particularly for chronic disease
management and pandemic response.

4.3. Al and Iot in Healthcare

Also, integration of artificial intelligence (AI) within Internet of Things (IoT) context is also a recurring theme especially
in studies exploring the potential for personalized, efficient, and accessible healthcare. The empirical study by
Sreelekshmi et al. (2023) show how advanced IoT systems supported by Al produce positive impacts on improving
patient diagnosis, subsequent treatment plans and subsequent care regimes. This study submitted that due to Al's
characteristics of handling an immense amount of information and recognizing connections, healthcare can see
enhancements in a short period of time as well as disease treatments will then be much more effective and patient-
specific. Hence, this study demonstrates that the application of Al in [oT environments improves the reliability of IoT-
based healthcare systems and the final outcome of the treatment.

4.4. Clinical Telemedicine and Remote Patient Monitoring

Patient monitoring including telemedicine also emerged as one of the major themes of many of the reviewed studies.
Studies conducted by While Kumar and Ganesh (2024) and Auwal (2023) evaluated how IoT and cloud systems
influence remote patient monitoring in telemedicine. Such research also indicates that technologies, developed with the
use of [oT in telemedicine solutions enables healthcare workers timely track patient status without personally attending
to the patient and eliminating the need for hospitalization.

726



World Journal of Advanced Research and Reviews, 2024, 24(02), 723-731

According to Auwal (2023), the usage of [oT to monitor patients at remote areas enhances health care since there will
be quicker and less hospitalization. This study also found that patients are highly satisfied with these systems because
they offer easier ways of accessing their needed health care services. While Kumar and Ganesh (2024) also emphasise
on technological advantages of telemedicine, the current issues were identified to be the security question and the
problem of the interconnection in devices. These empirical studies emphasize that though the use of telemedicine is
only growing, concerns associated with data protection, privacy, and population inequality remain important to fully
unlock its potential.

4.5. lot-Based Health Care Systems Challenges and Limitations

This research has also revealed different mobile IoT applications and challenges and limitations of the loT-based
healthcare system. The study conducted by Butpheng et al. (2020) identified perpetual security and privacy problem
with IoT-based healthcare applications and services, especially in developing countries. The findings of this study show
that patient data privacy is an issue that requires stronger privacy by designing mechanisms to protect patients’s data
and secure the healthcare systems. Similarly, the study conducted by Lakshmi (2021) and Kumar and Ganesh (2024)
highlighted the need to address the privacy and security of data, especially when such data involves patient information
in cloud-based systems. These studies urge for better cryptography and authentication mechanisms to safeguard
patients’ information and improve the dependability of [oT healthcare technology. Moreso, another identified challenge
is the applicability and compatibility of IoT devices as identified in Kumar and Ganesh (2024) study which pointed out
the need for the devices to interact with each other and the healthcare platforms for efficient healthcare functioning.
However, without this, the challenges of integrating new technologies into an existing system which will limit the
efficacy of [oT solutions.

5. Policy Implication

This research work has examined the possibility of improving healthcare through the application of cloud-based IoT
with telemedicine. The proposed Telemedicine Integration with Cloud-Based 1oT Model offers solutions for patient
monitoring through real-time data acquisition, vast cloud storage for data, data analysis through an Al algorithm and
secure communication. Integrating these innovative technologies, the model is expected to enhance future trends in
healthcare concerning patients’ treatment outcomes, easy access to healthcare services and managed care. The
integration of IoT devices assists in checking the whole different change in human health since it allows the healthcare
provider to monitor the signs of the patient constantly. Also, cloud-based warehousing is helpful when it comes to
holding, managing, and analyzing large amounts of healthcare data. This process is complemented by other Al-based
solutions that analyse health risks, detect abnormalities and provide HealthCare specialists with diagnostic
recommendations. This model not only educates and empowers the healthcare providers, it also provides self-
management tools and tools for patients to take control of their individual health status. The thematic analysis of the
reviewed literature highlights the transformative potential of 10T, cloud computing, biosensors and Al in healthcare.
Such products facilitate continuous patient observation, advance the quality of care and raise diagnostic precision.
However, this study fully appreciates the contrast that critical issues like data security, patients’s privacy and system
connectivity were also considered. Healthcare rules and regulations must be followed and patient records kept safe
using encryption and using authorised access protocols to achieve this. Therefore, cloud-based IoT adoption in
telemedicine is a development of track in the healthcare sector, which means a move toward enhancing unique and
easy-to-access treatment.

However, while issues like security and how to extend the model to include all the potential stakeholders are present in
the model, the model sets out the conceptual framework for smart, patient- and provider-centred healthcare delivery
in the future. Hence, this study contributes to the extant literature by proposing a framework that may help in future
developments of telemedicine as well as integration of [oT technologies.

6. Conclusion

In this study, efforts have been made to discuss the integration of cloud-based IoT with telemedicine and come up with
a model that can improve the healthcare services through real-time data acquisition, secure cloud storage, integration
of BIG data Al analysis and patient-provider interface which provides solution to some of the prevalent problems in the
health care system which include, patient Health monitoring, data analytical for diagnostics or health management, and
tele-services. Therefore, despite limitations like data security and privacy issues, the proposed model provides a
conceptual foundation for future healthcare systems efficient for patients and providers. Hence, this study provides a
significant contribution to the creation of a conceptual framework for smart healthcare technologies to help society
receive more effective, affordable and customized medical assistance.
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primarily focusing on ensuring patient privacy, data security and informed consent when integrating cloud-based IoT
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